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Your DMS provider shouldn’t leave you wanting more.
Dealertrack gives you forward-thinking technology and
personal support for the most complete DMS experience. m

Dealertrack DMS doesn't lock you into long-term contracts or limit
the providers you can use. We work the way you work, improving

workflows through seamless, secure data integrations. More than
that, you get personalized direction with Performance Management Dea|el’tl’aCk DMS
to help you succeed. Because together, we can do great things TECHNOLOGY THAT DRIVES YOU.

Cox AUTOMOTIVE

The LDS Group

Your Training and Income Development Team

THELDSGROUP.COM | 225.769.9923
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UP TO SPEED LADA'S QUARTERLY NEWSLETTER

NADA PAC CHAIRMAN'S MESSAGE

Carroll Dantin provides a informative update

[0yd LADA LABOR COUNSEL'S MESSAGE

Tim Scott discussed the pros and cons of implementing
a Zero Tolerance Policy for Marijuana.

m SAFETY COMPLIANCE MESSAGE

KPA provides valuable information about regulations
across your dealership. specifically in the service
department.

PHILLIP TARVER TO SERVE DISTRICT 36

Phillip Tarver Elected to Serve District 36 in the
Louisiana House of Representatives

NADA POLITICAL ACTION
COMMITTEE CHAIRMAN"S
MESSAGE

15 2019 GOLF TOURNAMENT & SHRIMP FEAST

m CYBERSECURITY: DEFENSE IN DEPTH

Empower Institute provides a white paper on how
advances in retirement recordkeeping technology can
protect both employers and employees.
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23§ LADA MEMBER BENEFITS

Learn more about the benefils you receive as a
member of LADA.
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IADA IABOR SAFETY PUZZLES
COUMEL S COMP LMN CE Need a brea.k? We hope you enjoy a few of our dealer
MES S A GE MESS A G E and season inspired puzzles.
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CALLY
LUNNECTED,
PROFESSIONALLY
ENDORSED.

Dealertrack is proud to be the
exclusively—endorsed Reg & Title partner
of the Louisiana Automobile Dealers
Association (LADA).

Connect Today: go.dealertrack.com/LA

Cox AUTOMOTIVE®
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The following individuals have
contributed to NADA PAC in
2019 (through September 30):

Gary Blackmon
Larry L. Brown
James Cazenave

Carroll P. Dantin
(Presidents Club)

Maurice Guidry

Marshall H. Hebert
(Presidents Club)

James D. Lynch Sr.
C. John Murphy 111
Raleigh Robichaux
Frank Teuton, Jr.

Jodie Teuton
(Presidents Club)

John W. Timmons
Heinke E. Trapp, Jr.

Foster Walker 111
(Presidents Club)

Robert John White
Landon Blake Wood

NADA PAC
CHAIRMAN'S
MESSAGE

Representing our
interests on Capitol Hill.

NADA'’s political action committee. NADA PAC., is a critical part
of NADA’s advocacy on Capitol Hill. NADA PAC receives

voluntary personal contributions from dealers and managers of

NADA-member dealerships and contributes to pro-business
candidates for the U.S. House and Senate.

NADA PAC is one of the largest business trade association PACs
in the country and is the only PAC representing the interests of
all franchised dealers of new cars and trucks. Through September
30, 2019, sixteen individuals from Louisiana have contributed a
total of $16.510 to the NADA PAC: a list of these contributors is
listed to the left.

All decisions regarding contributions to Louisiana candidates are
made by Louisiana’s NADA PAC state team. which. in addition to
myself. consists of NADA Director. Mark Hebert. LADA
Chairman. David Fabre. and LADA President, Will Green. In the
2020 election cycle. NADA PAC has already supported Senator
Bill Cassidy and Congressman Clay Higgins.

If you have any questions. please contact me. or the NADA PAC
staff in Washington. They can be reached at 202.627.6755 or

nadapac@nada.org.

Sincerely.
Carroll Dantin

NADA PAC State Chair
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We're on a mission
to improve the health
and lives of Louisianians.

We stay true to our mission by making sure
our customers can see top doctors and
specialists in all 50 states. By rewarding
doctors and hospitals with proven track
records. And by offering customers a wide
range of health and wellness programs.
Our mission is more than words. It's deeds.

@ Louisiana = wwscsscon

we help make your
business run as smooth
as the cars you sell

From financing to protection products and remarketing, our
dedicated team is ready with the tools you need to help grow
your business.
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EADA EABOR

COUNSELS MESSAGY.

BY:
TIMOTHY SCOTT

One thing is certain: legalized marijuana is here to stay.
A recent poll demonstrated that two in three Americans
support legalizing marijuana. Another survey estimated
that over 22.2 million people use marijuana in some
form. These surveys indicate that societal views on
marijuana use have shifted and state laws legalizing
marijuana have

mirrored this shift.

Currently, 11 states have legalized marijuana for
recreational use and 33 for medical use %including
Louisiana). Marijuana. however. remains illegal as a
Schedule I drug under federal law. Previoujy, when
marijuana was illegal under both federal and state law.
there was no reason to treal marijuana any differently
than other illegal substances. Most dealerships adopted
zero-tolerance policies. and any positive alcohol or Erug
result was grounds for rejecting an applicant or firing an
employee without any second thought. It did not matter
if someone was using drugs on or off the job.

It is important to keep in mind that employers in
Louisiana are still allowed to require a drug-free work
Elace and enforce a zero-tolerance drug policy. The

ouisiana statute legalizing marijuana does not require
employers to accommodate marijuana use - even for
employees holding a legitimate medical marif'uana card.
Thus. at this point. employees can be disciplined for and
even terminated for reporting to work with marijuana in
their systems. possessing marijuana on dealership
premises, or using marijuana while at work. Nevertheless,
there are some pros and cons that dealers should consider
when deciding whether to implement a zero-tolerance
drug program covering all forms of marijuana use.

Pros of Zero Tolerance Policy for Marijuana

1.You can still just say no. Again. even if medical
marijuana is legal under Louisiana law. dealers are still
free to ban marijuana use on the job, in the same way
that employers can ban alcohol or other illegal drugs.
Employers in the U.S. currently have the latitude to
implement a zero-tolerance policy marijuana as long as it
is not discriminatory. That includes firing (or refusing to
hire) an individual for using marijuana even if that use
occurs in a state where recreational use is legal.

2.1t is administratively easier. Many dealers do not
care if their employees engage in sporadic marijuana use
on their own time provided that they do not get arrested
and. more importantly. they report to work sober. The
problem with this approach. however. is that there
currently is no reliable test that provides legal and
technica{ roof of marijuana impairment. Unlike alcohol.
which is blood soluble. THC (or tetrahydrocannabinol.
the chemical responsible for most of marijuana’s
psychological effects) is fat soluble. This means that THC
can be released into the blood stream long after ingestion.
In fact, THC can be detected in the blood as much as 30
days after use - long after the effects of THC have worn
offY To further complicate matters. cannabidiol (CBD) use
- which is legal under both state and federal law - could
trigger a positive test result for THC even though CBD
causes no psychoactive effects. All of this means that even
if an employee tests positive for marijuana. there is no
definitive way to determine if the employee used
marijuana while on dealership premises or if they were
actually impaired (i.e. “under the influence”) on the job.

One way to address the difficulty in determining
marijuana impairment with drug testing is to train
managers to recognize impairment. The Substance Abuse
and Nintal Health Services Administration (SAMHSA),
an agency within the U.S. Department of Health and
Human Services (HHS). publishes guidance for
supervisors to recognize and handle potentially-impaired
workers. (Continued on next page)
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(Labor Counsel Message continued...) Cons of Zero-Tolerance Policy for Marijuana 1.A zero-tolerance
policy may make it more difficult to hire and retain employees

Dealers that wish to avoid the additional administrative burden - particularly technicians - in a tight labor market. As of

and costs associated with the complications set forth above may  August 20]‘3, the current unemployment rate is 3.7 percent.

find a zero-tolerance policy preferable to engaging in a case-by-  The low unemployment rate coupled with the increased

case determination into WIZether an employee was under the consumption of marijuana - particularly by younger. male

influence of marijuana while on the job. workers - has decreased the number of available workers.

3.Employees who are impaired are less productive and are  As previously mentioned. societal views on marijuana use have

potential safety hazards. THC in marijuana can affect depth  shifted. One indication of this is an increase in marijuana

perception, reaction time. coordination, other motor skills, and  consumption by the public. Several studies have been

create sensory distortion. Most dealership employees regularly  conducted in this area of research. the newest example of such

%el'ale motor vehicles as an essential part of their job duties. research examined marijuana use in Colorado—the first state to
is is a potentially dangerous combination. According to one  decriminalize recreational use. The study’s findings may be

study. employees who test positive for marijuana had 55% more useful for employers across the country to inform them about

industrial accidents, 85% more injuries. and 75% greater the realities of marijuana use by members of their workforce.
absenteeism compared to those who tested negative. The Centers for Disease Contr()? and Prevention (CDC) recently
published data about current marijuana use in Colorado and
Additionally. Louisiana’s workers™ compensation laws provide categorized that data based on wor{< industry and occupation.
an added incentive to employers who implement a zero-
tolerance policy covering marijuana use. If an employee is The findings reveal that 14.6 percent of Colorado adult workers
injured on the job. they normally can be drug-tested are current marijuana users. The highest prevalence of
immediately (it is recommended that dealers ensure that their ~ marijuana use was among young adults (28.6%) and males
policies expressly provide that they have this right). If an (17.2%). The data also confirmed that marijuana use was above-

injured employee tests positive for an illegal substance that is average for workers who held positions that would be
addressed in the policy. it can negatively impact - and in some Consiéﬂered “safety sensitive.”

instances bar - the employee’s rigtilt to receive workers’

compensation benefits. Further. testing lab Quest Diagnostics reported in April 2019
that marijuana is the most frequently detected drug in
workplace mandated urine screenings. In its report. Quest
determined that and “analysis of more than 10 million
workplace drug test results shows increases in marijuana
positivity across nearly all employee testing categories.” With
4.4% of screen employees testing positive for marijuana in
2018. the company says, positive results are up by more than

25% since 2012.

2.Zero-tolerance polices leave no room for employer

B o discretion. Termination for every infraction. no matter how

- - small, is generally not effective. For example, a dealer might

‘.._. have a p(ﬁicy which mandates that any employee who tests
B positive for marijuana will be immediately terminated. If an

— entire department tests positive for marijuana use. the question

the dealer will have to grapple with is whether it can operate

without that department. or if it can terminate some employees

but not others without risking alle%ations of discrimination

Your Sing[e Source of Truth fornon-compliance with the zero-tolerance policy.

) ; _ e ; = 3.Employers in states where marijuana has been legalized for
KPA is kr n for eliminating EHS medical use must be careful when disciplining medical

risk in your shop. But did you know

marijuana users. Currently. 11 states have specific laws
protecting medical marijuana patients from employment
discrimination. Louisiana does not currently have such a

can do the same for y
policy.

i

Louisiana law authorizes medical marijuana for treatment of
] L . . N cancer, HIV/AIDS. cachexia or wasting disorder. seizure
Take the F&l F'r{:lg ram Grader to disorders (including but not limited to epilepsy). spasticity.
find your areas of risk: Crohn’s disease. muscular dystrophy. glaucoma. Parkinson’s
disease, Eost-traumatic stress disorder. multiple sclerosis.

l’{pa{} nline.com/sales-fi —gradt‘:—_‘:r intractable pain. and — in some cases — autism.

No Louisiana court has created an affirmative obligation on an
Learn how KPA can be your single employer to provide a reasonable accommodation by excusing
source of truth across your dealership: an employee suffering from one of the foregoing conditions (and
who has a medical marijuana license) from the employer’s drug
testing program. Such an obligation has been created in other
states (either by statute or by court decision). I'or example. the
Supreme Court of Massachusetts held that employees with

ISSUE #2
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(Labor Counsel Message continued...)

medical marijuana cards are entitled to
reasonable accommodations. and
employers are required to engage in the
interactive process to make that
determination (essentially requiring
employers to treat medical marijuana the
same way it would treat prescription
medications).

Conclusion

In the end. the central goal of an effective
drug testing policy is to ﬁ)rotect the
general public and a dealership’s
employees. customers, and vendors from
the dangers associated with illegal drug
use. ntil a test is developed that can
determine “impairment” from marijuana
usage. the safest course is to continue to
have a written zero-tolerance policy
Frohibiting all forms of marijuana usage.
ssues relating to medical marijuana or
alleged CBD use can be addressed on a
case-by-case basis. Additionally.
supervisors should be trained on how to
f{pol potential drug use in advance. If a
ealer chooses to make an exception to its
zero-tolerance policy in a particular
situation (e.i., ﬁ)ng-term employee with a
spotless wor histOI('{y testing positive for
marijuana), such a decision should only
be made after contacting experienced
employment counsel. Tiere are ways to
minimize any potential liability issues
that can flow from such a decision.
Lastly. dealers are cautioned to keep
themselves apprised of any future
developments in this rapidly-changing
area of the law. This article provides an
overview of the law and is not intended to
be. nor should it be construed as legal
advice for any particular fact situation.
For additional information regarding how
this issue may affect your business. please
contact Tim Scott of %isher Phillips. LLP
at (504) 529-3834 or
tscott@fisherphillips.com.

SUNSHINE, BIRDIES, SHRIMP &
DISTRIBUTION CHECKS

A GREAT DAY WAS HAD BY ALL.

The LADA SIF and RMS hand delivered over 60 distribution checks
during the 2019 Golf Tournoment & Shrimp Feast.
The LADA SIF returned approximately $3.6 Million to the Members this year which
brings the total Distributions returned to the members in excess of $90 Million.

For additional information regarding the LADA SIF and

your workers' compensation program, contact:

RMS & THE LADA SIF LOOK FORWARD TO
SEEING YOU AT THIS EVENT NEXT YEAR!

Contact: Jean Robert

Email: jrobert@rmsla.com
RISK MANAGEMENT fret  febiieimies
— = = Toll Free:  (B00) 351-RISK (7475)

-

FULL SPECTRUM LENDING
FLOOR PLAN
COMMERCIAL BANKIN

ERCIAL 5 G
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"TrueCar and Affinity Partners
Deliver The Most Showroom Visits™

— J.D. POWER

Everything you need in one place. Car
buying at its easiest.
1 St 2 Ve Lo ot -
5 -~ ‘a According to the 2019 J.D. Power New Autoshopper
g i G P st Study, TrueCar and its affinity partners have driven the

CED - most dealership showroom visits among Independent
auto shopping sites for eight years in a row.

TRUECar.

No one knows your
business like you do.

The long hours to make sure the show room is
spotless, every tire is shined, and that your team is
ready for hard work- that is the difference you
make. Choose a media partner that collaborates
and delivers Data, Automotive Research, Industry
Experts, and most importantly- Customers.

That is the difference we make.

NOV 2019 | ISSUE #2

www.coxmedia.com
1.855.755.2691 ﬁ




No other part of a dealership
can compare to the service
department in terms of
moving parts. | mean that
both figuratively and
literally. For as many nuts.
bolts. pistons, panels. plugs.
and springs your service
team handles. there’s an
almost equal amount of rules
and regulations to follow.

Make sure you know the
following regulations to keep
your team safe and operating
on the right side of the law:

¢ The Clean Air
Act reduces pollution by
regulating air emissions.
Under the Act,
dealerships are forbidden
from messing with
devices, such as catalytic
converters. air pumps,
and positive crankcase
ventilation systems. that
limit emissions.

¢ The Clean Water
Act regulates how your
dealership can store and
dispose of wastewater and
oil, in order to reduce
contamination of nearby
waler sources.

e The Department of
Transportation requires
that your employees are

SAFETY

COMPLIANCE

MESSAGE

REGULATIONS ACROSS YOUR DEALERSHIP:

THE SERVICE DEPARTMENT

By: Toby Graham

properly trained

in hazardous materials
handling procedures. The
DOT broadly defines
hazardous materials as
those that “could
potentially harm the
public and the
environment.” Examples
include flammable,
poisonous. and radioactive
substances.

The National Highway
Traffic Safety
Administration’s
tampering rules prohibit
dealerships from
tampering with any pre-
installed safety equipment
in used vehicles.

The NHTSA also
enforces tire rules that
require dealerships to
properly deal with and
report information about
defective and recalled
tires.

The Occupational Safety
and Health
Administration’s asbesto
s standards protect
workers from asbestos
exposure by limiting the
equipment dealers are
allowed to use during the
cleaning of certain devices
that may contain asbestos.

¢ OSHA Hazard
Communication
encompasses the many
labels. data sheets.
disclosures, training
procedures. and other
forms of communication
that inform workers at
your dealership about the
presence of hazardous
chemicals and how to
safely handle them.

e OSHA’s lockout/tagout
procedures explain how
employees should safely
shut off or isolate devices
that otherwise have the
potential to release
hazardous energy.

¢ OSHA'’s standards for
workplace health and
safety protect your
employees” well-being in
all forms. These laws 1
regulate everything from
personal protective
equipment use to
accident reporting to
proper workplace
temperature—and much
more.

—

o™
=
w
—J
w
w
D
—
o
o~
=
[—)
—




Cartrtind

Fi
Inmarance

YOUR TRUSTED BUSINESS PARTNER

Complete service -3r;-:| support for your
deuhrships F el -::|ep-:|r'+r'nen1'

8z EXPRESS OMV

Office of Motor Vehicles e A Public Tag Agent

Dealer/Lender Services - Expedited Titles - TT&L
MVI/Temp Tags/Secure POA - Tax Rates - Vin/Plate Lookup

- 7 LOCATIONS TO SERVE YOU!
5. P0A4Y. ' Baton Rouge (2) - Baker - Denham Springs - Lafayette
i ” Shreveport - Metairie « Alexandria
TEMPORARY TAGS
" il s il ExpressOMV.com

[ouisiana_Owned, Locally Operated

BUY IN BULK

Margins. Boosted.

Download our FREE eBook describing our
5 proven ways to boost margins today.

~LAST SERVICE

The Hopkins Waechter Group
Eric Waechter
Resident Director — Wealth Management Advisor

225.201.2202 - eric_waechter@ml.com
LOUISIANA AUTOMOBILE Merrill Lynch Wealth Management

DEALERS ASSOCTATION 1800 City Farm Drive, BU”diﬂg Two
’ N ) ) Baton Rouge, LA 70806

fa.ml.com/hopkinswaechter MERRILLm

A BANK OF AMERICA COMPANY

| ISSUE #2

NOV 2019

herrill Lynch, Fierce, Fenner & Smith Incorporated (also refemed to as "MLPF&S" or "Wemill’) makes available
certzin investment products sponsored, managed, distributed or provided by companies that are affiliates of
Bank of America Corporation ("BofA Corp”). MLPF&S is a registered broker-dealer, Member SIPCand a wholly
owned subsidiary of BofA Corp.

€ 2019 Bark of Amnerica Corporation. Al rights reserved. ARQS4MRT | AD-07-19-0516 | 470944Pr-0519 | 0772019




SPEED

Phillip Tarver
Elected to Serve
District 36

In the Louisiana
House of
Representatives

The Louisiana Automobile Dealers
Association (LADA) congratulates
Phillip Tarver from Lake Charles
Toyota on being elected to serve
District 36 in the Louisiana House of
Representatives. Tarver will be sworn
into office on Monday. January 13,
2020 at 10:00 am at the Louisiana
State Capitol in Baton Rouge. LA.

Tarver was raised in Lake Charles and
is an active member of the Lake
Charles Business Community. He
graduated from LaGrange High School
in 1976 and McNeese State University
with a Bachelor’s degree in 1981. He
got is start in the business community
with a local CPA firm before joining
the team at Lake Charles Nissan in
1984. In 1991 he became a managing
partner of Lake Charles Nissan and
then purchased Lake Charles Toyota in
1997. Today. he can still be seen
working the showroom floor with his
sons. Eric and Corey.

“Phillip has been giving back as an
active member of his community and
LADA for years serving in numerous
leadership capacities.” states LADA
President. Will Green. “We look
forward to having his leadership and
expertise in the legislature and know
he will continue to help move his
district and our industry forward.”

Phillip has made it his life’s mission to
be of service to his community. Since
2000, Phillip has served in multiple
capacities: Calcasieu Parish School
Board (2000-2006), Louisiana Motor
Vehicle Commission (2007-2015), and
Chairman of the Board of Fellowship
of Christian Athletes. on top of
countless philanthropic efforts.

“I am proud to be a car dealer in the
legislature.” Phillip Tarver states.
“We have great opportunities in front
of us to give a fresh look and to

make changes that can benefit our
industry. the communities we serve
and the generations to come. The
opportunity to serve and help people
is very exciting and fulfilling, and
that’s what we do as car dealers. This
is just another opportunity for me to
help serve our community in a
different way and I am really looking
forward to the challenges and the
rewards to come.”

In 1978. Phillip married his
sweetheart. formerly DeWanna
Corley. DeWanna runs the successful
DeWanna’s Community Closet to help
children in need with school supplies
and uniforms. Together they had twin
sons: Corey and Eric. They are also
the proud grandparents of Miles.
Millie, and Graham.
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LADA ANNUAL CONVENTION

The Henderson
A Salamander Beach & Spa Resort

Id
8];{ﬁy€;f119101359

800.767.7879 | www.reyrey.com

Transforming the way consumers ) Retail

experience your dealership. ’ M,?;}g?,f e

B Hannis T. Bourgeois
CPAs + Business Advisors

ssut‘ance
Tax
Consulting
Accounting Resources

Breazeale, Sachse & Wilson is proud to
serve as General Counsel to Louisiana
Automobile Dealers Association.

% BREAZEALE, SACHSE &WILSON, L.L.P.
g ATTORNEYS AT LAW
BATON ROUGE * NEW ORLEANS * MONROE
Scott N, Hensgens, Managing Partrer

225.928.4770
www.htbcpa.com

gﬂwr_ compete. THRIVE.
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THANKYOU TO OUR
SPONSORS:!

:} Resource - .
Ag‘ ASSURANT® ‘ Automotive LOUISIaI"Ia

A
RISK MANAGEMENT L.ADA

Dealertrack Registration &Title
S E R vV | (i E S LOUISIANA AUTOMOBILE DEALERS TECHNOLOGY THAT DRIVES YOU.

DHG COX

DIXON HUGHES GOODMAN wp AL’JT(—)M(—)T I V E |

) C 530 = Reynolds
ﬁhlemlll.vnch LARDA 9 AAAAA 235E = &Reynolds.

LADIT, Inc.

Louisiana Automobile Dealers, Inc. I RU E( ar

BREAZEALE,
Hannis T. Bourgeois G )
é’I‘/B CPAs + Business Adgvisors ‘) Gallagher o\ SACHSE &
Insurance ‘ Risk Management ‘ Consulting

WILSON, L.L.P.

BATON ROUGE = NEW ORLEANS » MONROE

ertified i THE CO
orsnce NADA Remen%@ o HUB LAPO RTE

Need immediate assistance?
Contact Kathleen O'Regan, LADA Event Coordinator at 225.733.8317
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CYBERSECURITY:

DEFENSE IN DEPTH

HOW ADVANCES IN RETIREMENT RECORDKEEPING TECHNOLOGY CAN
PROTECT BOTH EMPLOYERS AND EMPLOYEES

The cybersecurity threats facing employees and their
retirement plans are more sophisticated and dangerous
than ever before. The good news is that technological
defenses are evolving rapidly to protect against these
attacks. Understanding today’s cybersecurity
environment. including the risks to a retirement
recordkeeper and the protocols and best practices for
defense. is critical for establishing a more secure
defined contribution industry.

“This issue is hugely important from an industry
perspective,” says Doug Peterson, chiel information
security officer for Empower Retirement. “We are all
in this together. If one of us has a breach. it will
negatively impact all of us.” The positive outcome of
improved cybersecurity for retirement recordkeeping
is to make retirement better, safer and more secure.l

The risks

The Equifax data breach of 2017 is an example of the
scale of today’s risks. Data breaches can stem from the
smallest of missteps.2 In this case. a single server was
not patched against a threat. allowing criminals to gain
entry. Unfortunately Equifax did not identify the
breach for months. Ultimately. the accounts of 145
million Americans were compromised. Also. because
Equifax had no easy way of reaching each victim. the
company had to escalate the situation to the media in
order to notify everyone involved.

The Equifax data breach is a recent. well-known
example in an intensifying trend of cyberattacks.

The attacks can take many forms, internal and
external. The 2019 Verizon Data Breach
Investigations Report has quantified these types of
attacks.

What actions are being used?

The Verizon report examined 41,686 security
incidents and 2,013 data breaches. More than half
(52%) of the breaches involved hacking. 33%
included social attacks and 28% involved malware
(attacks could include more than one type). Most of
the internal attacks resulted from inadvertently
clicking on general phishing emails. But these
attacks can be deliberate as well. According to
Peterson. 25% of fraud against plan participants
comes from a member of an employee’s family. such
as a case of eldercare abuse or an estranged spouse
seeking asselts.

Employers have to protect themselves against many
types of threats. from the technological to those
stemming from people. “Even if a plan sponsor is

ISSUE #2

doing a good job of phish training and gets the click
rate down to 3%, that simply is not good enough.”

Peterson says. Reducing the possibility of a mistake
by a plan participant, though important, cannot be
the only thing protecting a lifetime of saving from a
criminal. Simple firewalls are not sufficient either.

NOV 2019

Instead. new technological approaches are called for

coupled with new security protocols — what Peterson
terms “defense in depth.”



CYBERSECURITY

CONTINUED | A WHITE PAPER PREPARED BY EMPOWER

Responses: Modern protection

Modern recordkeeping rests on three clear
concepts:

1. Protect the perimeter

2.Identify an intrusion quickly

3.Minimize any damage

Changes in today’s recordkeeping technology have

enabled a safer approach to storing and protecting data.

Traditionally recordkeeping was run through
mainframe computers, large-scale centralized
systems unlike smaller. decentralized server based
systems. This approach created numerous
vulnerabilities for employers and their employees.
Cybersecurity or even recordkeeping itself was
rarely a core focus. In addition, any changes in
technology. such as mobile applications or
advanced authentication, had to be tacked onto
this older system rather than incorporated within
it. The result was a complex structure that makes
protecting the perimeter and minimizing

damage difficult.

In contrast, the more modern approach to
recordkeeping has security as a core principle and
is designed for just one purpose: recordkeeping. As
a result of the more modern approach, every line of
code is written with recordkeeping in mind while
clients interact with their data through a modern
web browser. This means it is easier to change the
client experience without having to create code
changes and revamp the entire system. standard
practice when using a mainframe.

The next evolution in technology in terms of this
modern approach to recordkeeping involves the
cloud. which can offer less vulnerable
recordkeeping environment than using mainframes.
Since everything is done by code in the cloud.
human error is reduced. Building in the cloud
should be done through scripts. Scripting allows
detailed reviews and. once accepted, provides 100%
repeatability free from human intervention and
error. It also provides elasticity, scalability,
resiliency and speed. Plan sponsors seek such
qualities in a recordkeeper so they can focus on
their core business rather than worrying about
their plan data.

Because no technology is perfect. however, the
modern recordkeeping environment still requires
defense in depth. which consists of overlapping
technologies to create multiple layers of defense. If
one layer fails. others will back it up. For example.
defense in depth can involve compartmentalizing
data or deploying multiple firewalls rather than
just relying on one. Rather than being stored in a
single giant warehouse, data is stored instead in
separate compartments. limiting the amount that
could be stolen at any one time in the event of a
breach. These compartments also should be set up
so any intrusion becomes immediately apparent.
Taken together. the strategies used in defense in
depth accomplish the goals of modern
recordkeeping protection: They protect the
perimeter, identify an intrusion quickly and
minimize any damage.

Monitoring the dark web

An employee in a plan who took the security of
their personal information seriously may have
made all of the right moves — or so they thought.
They scanned all of their retirement statements
into Google Docs. destroying the originals. Though
they digitized everything in an attempt to increase
security and reduce the risks from paper. they may
have made one key mistake il their Google Docs
weren’t private.

Close monitoring of the dark web can reveal such
mistakes. “We use a third-party firm to troll the
dark web — we don’t want our own network
exposed.” Peterson says. In a case such as this one.
trolling the dark web can reveal the employee’s
private information has been made public.

In one case in particular. Empower Retirement was
able to alert the employee and explain how to
change their Google Docs security configuration.

The importance of multifactor authentication
Even if an employer has deployed defense in depth.
employees can still be careless in clicking on links in
emails. This means they are vulnerable to phishing.
Simply clicking on a link may take an employee to a

fake website. where they are asked to type in their
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name and password and then immediately directed

back to an authentic website without noticing anything
is amiss. Meanwhile a thief may be scraping their data,

which can then provide access to financial assets.
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The solution is multifactor authentication, which
changes the paradigm of what it takes to log in to an
account. Most logins merely require knowing a
username and password. Multifactor authentication

requires more than just this knowledge:
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It adds a step. such as entering a code sent to one’s
phone. that involves a different device to make it
exponentially harder for a criminal to get into an
account. Multifactor authentication adds another
layer of protection to a retirement account.

The importance of being able to contact the actual
employee

Often a plan has only one point of contact for an
employee. What if this point of contact has been
compromised? For instance, a thief that has gained
access to an employee’s email account could set it
up so any notifications from their recordkeeper are
deleted. The employee has no idea their account
has been breached and will never receive warnings
from their plan.

On the employer side, what if the organization's
email system itsell becomes compromised and is
taken over? The thiel could gain access to
retirement accounts through the email system. And
safely reaching employees once a breach has
occurred presents a challenge. It can be difficult to
identify which points of contact are still valid and
which are controlled by the thief.

“Getting those points of communication with a plan
participant and [inding as many ways as possible to
reach [them] is important,” Peterson says. This is
not about crossselling. Instead. “it is about making
sure we can get ahold of the real [employeel.”

A proactive communication process through which
employees receive automatic thank you messages
when they update their contact information or
confirmations of substantive changes to their
accounts can result in both a positive customer
experience and better security.

Basic cybersecurity tips for employers and
employees

Beyond moving to a modern recordkeeping
environment that uses servers rather than a
mainframe, there are some simple tips employers
and employees can use to protect their data.

I.Guard against phishing | Employers should
offer security awareness training to employees
as well as an ongoing phishing awareness

program.

2. Keep personal information private with
encryption | All emails between employers must be
encrypted. According to Peterson. "sending data
unencrypted would be like writing sensitive
personal information on the back of a postcard and
sending it across the United States. That data can
be read and picked up at every point."

3. Restrict access with IP whitelisting

| Employers should set up "IP whitelisting." which
restricts system access to only approved networks.
Connections attempts from hackers. and those
outside a business. will be immediately blocked. It
is important to make sure employees are only
logging in from an authoried computer on the
organization's network rather than from a personal
computer at home that might not have the same
level of protection as in a work environment.

4. Use multifactor identification for logins |
Employees should provide their recordkeeper with
multiple points of contact and use multifactor
authentication to log in to their accounts.
Employees should also periodically review their
accounts. To do this, they first need to claim their
accounts.

5. Stress the importance of claiming account |
Employees may believe their retirement plan
account may remain safer if they don't log in. But.
in fact. the accounts are already online, so if an
employee doesn't claim their account, it becomes
easier for a criminal to claim it on their behalf.

6. Encourage employees to self-report identify
theft | Finally. both employers and employees need
to immediately notify their recordkeeper if they
believe their account or identity has been
compromised. A recordkeeper can take the
necessary steps to mitigate a compromised identity.
including providing additional security measures
and monitoring of the account.

Beyond these tips. employers need to partner with
the right recordkeeper, one who can truely offer
defense in depth.
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This material has been prepared for informational and educational purposes only and is not intended to provide
investment, legal or tax advice. Empower is a marketing name of Great-West Life & Annuity Insurance Company.

The research, views and opinions contained in these materials are intended to be educational, may not be suitable
for all investors and are not tax, legal, accounting or investment advice. Readers are advised to seek their own tax,
legal, accounting and investment advice from competent professionals. Information contained herein is believed to
be accurate at the time of publication; however, it may be impacted by changes in the tax, legal, regulatory or
investing environment.
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The Empower Institute is brought to you by Empower Retirement to critically examine investment theories,
retirement strategies and assumptions. It suggests theories and changes for achieving better outcomes for
employers, institutions, financial advisors and individual investors.

The charts., graphs and screen prints in this presentation are for ILLUSTRATIVE PURPOSES ONLY.
Google Docs is a trademarks of Google LLC.

©2019 Great-West Life & Annuity Insurance Company. All rights reserved. ERMKT-BRO-2804.0-1907
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Enjoy the N
Benefits of LADA Networking for e rion
Membership

MEMBER

Legislative

Representation SN BENEFITS

o on-retainer
As an association we have
become a strong voice on Labor & Lega’]
both state and national Counsel

legislative issues. The staff
of LADA. through its
various contacts. works to
monitor the ever-changing
status of governmental regulations. Areas
include titles, taxes, leasing, insurance, and
dealer licensing. just to name a few.

Access to on-
retainer CPA

The more than 60 sixty
years of service to auto
and truck dealers has
provided Hannis T.
Bourgeois (HTB) with a
wealth of experience to
handle special accounting
and tax needs for dealerships. The HTB team
has the knowledge and resources to provide
timely and tested planning strategies and advice.

Stephen M. Huggins. CPA
shuggins@htbcpa.com

Glen M. LaBorde. CPA
glaborde@htbcpa.com

Communications
Dealer Alerts

LADA keeps you on the
forefront of issues that

affect our industry. Dealer

Alerts. Legislative
Updates. and Legislative
Alerts are just a few emails
you may see from our

office that will provide important and relevant
information that could affect you and your
business. If you are not receiving emails or
would like to be added to our email list, please
contact our office.

Communications
Dealer Alerts

Access 1o on-retainer
Labor & Legal Counsel

For more than 85 years.
Breazeale. Sachse &
Wilson, L.L.P. has been
providing a complete array
of legal services to their
clients. serving local.
regional and national
clients with their litigation, regulatory and
corporate needs from offices in Baton Rouge and
New Orleans.

Claude F. Reynaud. Jr.
claude.reynaud@bswllp.com

Jeanne Comeaux
jeanne.comeaux@bswllp.com

Lance J. Kinchen, Buy/Sell Specialist
lance kinchen@bswllp.com

Networking

LLADA hosts and
participats in many events
throughout the year where
you can nurture and
network with old friends
and build relationships
with new friends.
Regional Meetings. Annual Convention. and the
Golf Tournament & Shrimp Feast are just a few
events that you can look forward to annually.
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Crossword Puzzle

DOWN

I Night before a major event

3 | H | 2 Crib, for example
p

- [ | 4 Day after Thanksgiving

] 9 Auto Dealer in Legislature

10 Plymouth to New World

HEE (dir)

| | | | 11 God's favor and protection

13 Thanksgiving mo.

[T T T T [ 15 Holiday bird

| | 16 Found under the tree

[ [

[ 1
|

o T 18 Red nosed friend

| | 19 Insurance Commissioner

— ; | 23 2nd term Governor
| | — 24 Frosty and Olaf
26 Southern sweet potatoes

ACROSS

3 Griswold drinks it out of a
moose mug

5 Boat that transported
Pilgrims

6 A symbol of plenty

7 Santa's abode

8 Celebrated on the 2nd
Monday of November

12 Ended BAMA's winning
streak

14 All star back up
quarterback

17 Tree topper

20 Go to the polls

21 Louisiana's Heisman pick
22 2020 beach destination

25 New NADA State Director
27 E.T.A. Hoffman production
28 Traditional Thanksgiving

pie
29 December 25
30 Wampanoag people E
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Advertiser

6
6
14
12
9
2
10
4
12
14
12
3
2
12
14

9
10

ndex

Ally Auto Finance

Blue Cross Blue Shield of Louisiana
Breazeale. Sachse & Wilson., LLP
Certified Finance & Insurance
Chase Auto Finance

Cox Automotive

Cox Media

Dealertrack Registration & Title
Express OMV, LLC

Hannis T. Bourgeois. LLP, CPAs
JM&A Group

KPA

Louisiana Dealer Services. Inc.
Merrill Lynch

Reynolds & Reynolds Retail Management System
Risk Management Services, LLC
TRUECar

Jumble

Unscramble these Jumbles, one letter to
each square, to form five ordinary words

| OO O

RMCTSASIH

OO0

EDDLWA
O

O
O

CNGOOKI

O

TYKRUE

O

BSLGIENS

Sudoku
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Sissy Patin was excited to win the grand prize at

the LADA Golf Tournament & Shrimp Feast and

will now enjoy Thanksgiving watching football on
her new TV and eating...

O

COOOC0 OO0

UCIBIST

Now arrange the circled letters to form the surprised
answer, as suggested by the above cartoon.
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r Staff

¥

Will H. Green
President
wgreen@lada.org

Kathleen O'Regan

FEvent Coordinator &

Executive Assistant to the President
koregan@lada.org

Fermin Rodriguez
Accountant
frodriguez@lada.org

Krystal Hudson
Administrative Assistant
khudson@lada.org

Office

7526 Picardy Avenue. Baton Rouge. LA 70808
Phone: (225) 769-5500 | Fax: (225) 769-2085
Email: LADA@LADA org | Web: www.LADA.org
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